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Cloud Incidents Are Inevitable and Costly

ot

‘.= REUTERS® Worldv Businessv Markets~  Sustainability v Legalv  Breaking Aliba ba Outage caUSEd by
Cooling Unit

Amazon cloud services back UP | Cloud giant Alibaba’s outage on Sunday was caused by

a malfunctioning refrigeration unit, say company

outage hits thousands of users |°]

Facebook, Instagram Outage Affects Thousands Of
Users As Meta Suffers ‘Major Disruptions’

Major Outage across ChatGPT and
API
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\"& N Bc N EWS Amazon's cloud issues highlight backbones of modern internet SHARE & SAVE — f X

Resolved Between 5:42AM - 7:16AM PT we saw errors ([ Amazon's cloud issues highlight backbones
services. We identified the problem and implg -
are now seeing normal responses from our se Of mOdeI‘n Interl‘let

Tuesday's incident mostly affected the eastern U.S. and impacted everything from airline
reservations and car dealerships to Amazon’s own e-commerce operation.
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Cloud Incidents Are Inevitable and Costly

* Production incidents cause
o Loss of revenue due to SLA violations
o User dissatisfaction
o Loss of productivity of on-call engineers

* Majority of incidents (60%) were related to cloud operations

* Detecting, localizing, and mitigating them is tedious and requires
significant human effort

Ghosh etal., SoCC '22
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Agents and Benchmarks
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SWE-Agent (Princeton)
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8 Environments
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«  Webpage navigation tasks

Devin
Al Developer
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Agents: A DevOps View
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AlOpsLab

A Holistic Framework to Design, Develop, and Evaluate Al Agent



Standardize Realistic

tasks / metrics / baselines live real workloads and actions

Framework
Goals

Scalable Reliable

apps / tasks / faults / agents observable / x-lifecycle / reproducible
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Firstidea How about “record-and-replaying” previous
(but does not WOI‘k) cloud incidents from the incident database?

AlOpsLab, MLSys 2025



Challenges & Motivation

* Diverse cloud scenarios
* Dynamic user workload and update

* Different architectures of the cloud, e.g., monolithic,
microservices, serverless etc.

* Proprietary cloud incident/troubleshooting data CUNFIDENTIAL
* Existing AlOps benchmarks: Static, text-based QA

* Large action space for more challenging site
reliability engineering tasks Ops (SRE) ?

AlOpslLab, MLSys 2025



Contributions

Interfaces for developers to facilitate
* Diverse SRE scenarios building their scenarios

A live open-sourced benchmark &

* Proprietary cloud incident data ,
framework for cloud operation (SRE)

* Large action space for SRE tasks |« |nterfaces for agents to interact

with the cloud (AgentOps)
* Agent-Cloud Interfaces (ACIs)
* SRE-domain tasks for agents

AlOpsLab, MLSys 2025



AlOpsLab
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Agent Goals: Task Types

1 Detection Can the approach accurately detect anomalies or deviations?

2 Localization Can the approach pinpoint a fault’s exact source?

3 Root Cause Analysis Can the approach categorize the underlying cause of the fault?
(RCA)

4 Mitigation Can the approach give effective mitigation?
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Fault Injection: Taxonomy

Faults Provided by
AlOpsLab

/\

Symptomatic
Faults

— v

Network Loss

Pod Fauilure CPU Overload

Functional
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Application-
level Faults

Virtualization-
level Faults
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AlOpsLab
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AlOpsLab
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AlOpsLab
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AlOpsLab
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AlOpsLab
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A problem agent needs to solve

from atopslab import LocalizationTask, SocialNetwork

o “PrOblem”: one evaluatiOn SCenariO from aiopslab import Wrk, VirtFaultInjector

that agent ShOUld Complete: class K8STargetP0rtMisc0nf([Local'Lzat'wnTask :
def __init==(se1f):
¢ TaSk . = SocitalNetwork()
self.ans = "user-service"
 Context
. ﬂggf start_workload(self): *‘\
¢ EXPeCted SO[UtIO” (OraCle) wrk = Wrk(rate=100, duration=10)

wrk.start_workload(url=self.app.frontend_url)

def inject_fault(self):
inj = VirtFaultInjector(self.app.ns)
\\¥ inj.inject([self.ans], "misconfig_k8s") 4,/

def eval(self, soln, trace, duration):
res["TTL"] = duration

res["success"] = is_exact_match(soln, self.ans)
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Evaluation
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Deployment

Local Deployment

kubernetes

v Q

Terraform ANSIBLE

CleudLab
AAzu re

Cloud Deployment
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Summary

* Open-sourced framework - AlOpsLab

* deploy diverse cloud environments, inject faults, generate workloads, and
export telemetry data

* orchestrate these components and provide agent-cloud interfaces for design,
deployment, and evaluation of AlOps agents.

* AlOpsLab currently supports 100 problems (and growing)

* Across different operation tasks in an interactive environment

* Email: AlOpsLab@microsoft.com
* Code: https://aka.ms/AlOpsLab-repo
* Poster: Booth #4

Yinfang will be on job market in fall 2025.
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