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Cloud Incidents Are Inevitable and Costly
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• Production incidents cause
oLoss of revenue due to SLA violations
oUser dissatisfaction
oLoss of productivity of on-call engineers

• Majority of incidents (60%) were related to cloud operations
• Detecting, localizing, and mitigating them is tedious and requires 

significant human effort

Cloud Incidents Are Inevitable and Costly

Ghosh et al., SoCC '22
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Oct 10, 2023

SWE Bench

• Solve GitHub issues
• Bug fixing
• Feature additions

Jul 3, 2023

InterCode

Interactive coding w/ 
execution feedback
• Bash
• Python
• SQL

Aug 7, 2023

AgentBench
8 Environments 

• OS tasks

• DB tasks

• Webpage navigation tasks

• ...

Apr-Jul, 2024

Agents

SWE-Agent (Princeton)
AutoCodeRover (NUS)
Aider (Aider)
MASAI (MSR India)
OpenDevin (CMU)

???

Dev  
Ops

Mar 12, 2024

Devin
AI Developer

14% SWE Bench   

Agents and Benchmarks
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RCAgent

FLASH

Zhang et. al ‘24 OpsEval

ADBench

LogParser

AnomalyBench

Siloed

Static Proprietary

IcMs Tickets

Agents: A DevOps View
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A Holistic Framework to Design, Develop, and Evaluate AI Agents for Enabling Autonomous Clouds

AIOpsLab
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Framework 
Goals

Standardize
tasks / metrics / baselines

Realistic
live real workloads and actions

Scalable
 

apps / tasks / faults / agents

Reliable
observable / x-lifecycle / reproducible

AIOpsLab
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First Idea 
(but does not work)

How about “record-and-replaying” previous 
cloud incidents from the incident database?
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Challenges & Motivation 

• Diverse cloud scenarios
• Dynamic user workload and update
• Different architectures of the cloud, e.g., monolithic, 

microservices, serverless etc.

• Proprietary cloud incident/troubleshooting data
• Existing AIOps benchmarks: Static, text-based QA

• Large action space for more challenging site 
reliability engineering tasks

Dev 

Ops (SRE) 



AIOpsLab, MLSys 2025

Contributions

• Diverse SRE scenarios

• Proprietary cloud incident data

• Large action space for SRE tasks

A live open-sourced benchmark & 
framework for cloud operation (SRE)

• Interfaces for agents to interact 
with the cloud (AgentOps)
• Agent-Cloud Interfaces (ACIs)

• SRE-domain tasks for agents

Interfaces for developers to facilitate 
building their scenarios

Ops (SRE)   
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Workload 

Generator

Workload Policy

Orchestrator

AIOpsLab 

SocialNetwork

Services Under Test

HotelReservation

Others

Agents
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Agent Goals: Task Types 

Task Description

1 Detection Can the approach accurately detect anomalies or deviations?

2 Localization Can the approach pinpoint a fault’s exact source?

3 Root Cause Analysis 
(RCA)

Can the approach categorize the underlying cause of the fault?

4 Mitigation Can the approach give effective mitigation?
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Fault Injection: Taxonomy

Faults Provided by 
AIOpsLab

Symptomatic 
Faults

Functional 
Faults

Network Loss Pod Fauilure Application-
level Faults

Virtualization-
level FaultsCPU Overload
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Workload 

Generator

Workload Policy

Orchestrator

AIOpsLab 

SocialNetwork

Services Under Test

HotelReservation

Others

Agents



AIOpsLab, MLSys 2025

Workload 

Generator

Workload Policy

Orchestrator

AIOpsLab 

SocialNetwork

Services Under Test

HotelReservation

Others
Fault Generator

Fault library

Agents
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Agents
Workload 

Generator

Workload Policy

AIOpsLab 

SocialNetwork

Services Under Test

HotelReservation

Others
Fault Generator

Fault library

Problem Pool

Problem Definition:
- Task T

- Workload W

- Specified Fault F

- Expected Solution S’

Task:
- Detect

- Localize

- RCA

- Mitigate

Orchestrator
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Agents
Workload 

Generator

Workload Policy

AIOpsLab 

SocialNetwork

Services Under Test

HotelReservation

Others
Fault Generator

Fault library

Problem Pool

Problem Definition:
- Task T

- Workload W

- Specified Fault F

- Expected Solution S’

Task:
- Detect

- Localize

- RCA

- Mitigate

Orchestrator

Common Evaluation

Customized Evalution

Evaluator

Telemetry Collector
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Agents

Workload 

Generator
Fault Generator

Common Evaluation

Customized Evalution

Evaluator

Action A

Workload PolicyFault library

Telemetry Collector

3 2

SocialNetwork

Services Under Test

HotelReservation

Others

5

4 6

... ...

Submit S

7

9

extensible by developer

provided by AIOpsLab

external API

internal call

system state/telemetry

evaluation result

Evaluation

Result

Problem Pool

Problem Definition:
- Task T

- Workload W

- Specified Fault F

- Expected Solution S’

Task:
- Detect

- Localize

- RCA

- Mitigate

Orchestrator

8
Register1

10

AIOpsLab



AIOpsLab, MLSys 2025AIOpsLab, MLSys 2025

A problem agent needs to solve

• “Problem”: one evaluation scenario 
that agent should complete:
• Task 
• Context 
• Expected Solution (oracle)
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Evaluation
General performance

Agent LoC Time (s) # Steps Tokens Accuracy

GPT-4-W-SHELL 41 28.61 6.44 6394 49.15%

GPT-3.5-W-SHELL 41 12.44 14.70 2557 15.25%

ReAct 49 43.79 11.50 16941 55.93

Flash 60 99.64 8.48 6484 59.32%

Failure cases Success cases

Trajectory
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Local Deployment Cloud Deployment

Deployment
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Summary
• Open-sourced framework - AIOpsLab

• deploy diverse cloud environments, inject faults, generate workloads, and 
export telemetry data 

• orchestrate these components and provide agent-cloud interfaces for design, 
deployment, and evaluation of AIOps agents. 

• AIOpsLab currently supports 100 problems (and growing)
• Across different operation tasks in an interactive environment

• Email: AIOpsLab@microsoft.com
• Code: https://aka.ms/AIOpsLab-repo
• Poster: Booth #4 

Yinfang will be on job market in fall 2025.
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